
LICENSING COMMITTEE
Tuesday 21 January 2020 at 7.30 pm

Council Chamber - Civic Centre

AGENDA

1. Apologies for Absence  

2. Declarations of Interest  

Councillors’ declarations of interest (if any) in relation to any matters on 
the agenda.

3. Minutes  (Pages 2 - 4)

4. Matters Arising  

5. Written Questions and Petitions  

6. Committee Work Plan  (Page 5)

7. Considerations regarding CCTV in Hackney Carriage and Private Hire 
Vehicles  (Pages 6 - 31)

8. References from Other Committees  

Any references arising from meetings held after the publication of this 
agenda will be circulated separately.

9. Matters of Urgent Business  

Such other business which, in the opinion of the Chair, should be 
received as a matter of urgency by reason of special circumstances to be 
specified in the minutes.
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MINUTES OF THE LICENSING COMMITTEE
HELD ON

19 November 2019 7.30  - 8.06 pm

PRESENT

Committee Members
Councillor Frances Mason (Chair)
Councillor Shannon Jezzard (Vice-Chair)
Councillor Nick Churchill
Councillor Michael Garnett
Councillor Andrew Johnson
Councillor Lanie Shears
Councillor John Strachan
Councillor Nancy Watson

Officers
Chris Bennett, Principal Environmental Health Officer
Hannah Criddle, Governance Support Officer
Michael Pitt, Environment and Licensing Manager
Denise Westwood, Assistant FCilex

20. APOLOGIES FOR ABSENCE 

Apologies for absence were received from Councillors Tony Hall and 
Maggie Hulcoop. 

21. DECLARATIONS OF INTEREST 

None. 

22. MINUTES 

RESOLVED that the minutes of the meeting held on 10 September 
2019 are agreed as a correct record and signed by the Chair. 

23. MATTERS ARISING 

None. 

24. WRITTEN QUESTIONS AND PETITIONS 

None. 
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25. COMMITTEE WORK PLAN 

Councillor Churchill enquired whether previous meetings could be 
removed from the Work Plan. Officers confirmed an answer would be 
brought back to the Committee. 

RESOLVED that the Work Plan was noted. 

26. HARLOW COUNCIL FOOD SAFETY ENFORCEMENT PLAN 2019/20 

The Committee received a report on the Council’s Food Safety Act Service 
Plan for 2018/19. The Committee requested a fuller explanation on what 
the risk categories A to E represent. Michael Pitt, Environment and 
Licensing Manager, confirmed a note would be circulated to the 
Committee to provide an explanation.  

RESOLVED that the Committee noted and approved the Food Safety 
Act Service Plan as set out in Appendix A to the report. 

27. ELECTRONIC PAYMENT OF FARES IN HACKNEY CARRIAGE AND 
PRIVATE HIRE VEHICLES 

The Committee received a report on the electronic payment of fares in 
licensing vehicles. The Committee asked Officers when the results of 
consultation would be available. Michael Pitt confirmed the results of the 
consultation would be brought back to the Committee in March 2020.  

RESOLVED that: 

A The Committee approved consultation with the Hackney 
Carriage trade and travelling public on the proposal that the 
Council require that a suitable form of electronic fare payment 
be available for all journeys.

B Subject to A, authority to approve the details of consultation is 
delegated to the Environment and Licensing Manager, in 
consultation with the Chair of the Licensing Committee. 

28. REFERENCES FROM OTHER COMMITTEES 

None. 

29. MATTERS OF URGENT BUSINESS 

None. 

CHAIR OF THE COMMITTEE
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Licensing Committee Work Plan 2019/20

Tuesday 9 July 2019 Tuesday 10 September 
2019

Tuesday 19 November 
2019

Tuesday 21 January 
2020

Tuesday 10 March 2020

Licensing Sub Committee 
Decisions 2018/19

Institute of Licensing 
Guidance on suitability of 
applicants for PH and HC 

Licensing 

Harlow Council Food 
Safety Enforcement Plan 

2019/2020

Considerations regarding 
CCTV in Hackney 

Carriage and Private Hire 
Vehicles 

Private Hire Operator 
Conditions and the 
Provision of Adapted 
Vehicles (Subject to 
National Guidance)

Licensing Team 
Enforcement Activity 

2018/19
 

Electronic Payment of 
Fares in Hackney 

Carriage and Private Hire 
Vehicles

Private Hire Operator 
Licensing Procedure
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REPORT TO: LICENSING COMMITTEE

DATE: 21 JANUARY 2020 

TITLE: CCTV IN LICENSED VEHICLES

LEAD OFFICER: MICHAEL PITT, ENVIRONMENT AND LICENSING 
MANAGER (01279) 446114

CONTRIBUTING 
OFFICERS:

CHRIS BENNETT, PRINCIPAL ENVIRONMENTAL 
HEALTH OFFICER (01279) 446113 

PAULINE WRIGHT, SENIOR ENVIRONMENTAL 
HEALTH OFFICER (01279) 446111

RECOMMENDED that:

A The Committee note the report.

B A further report be presented to the Committee following the publication of 
guidance arising from the Department for Transport’s consultation “Taxi and 
Private Hire Vehicles Licensing: Protection of Users, Statutory Guidance for 
Licensing”.

BACKGROUND

1. Members of the Licensing Committee have asked for an overview of matters 
relevant to any licensing requirements regarding the use of Closed Circuit 
Television (CCTV) in Hackney Carriages [hereafter referred to as “taxis”] and 
private hire vehicles.

2. As a Licensing Authority the Council might take a range of positions on CCTV in 
licensed vehicles. It might:

a) Prohibit its use
b) Make no licensing requirements or restrictions
c) Apply conditions to regulate it where licensees choose to use it
d) Require that it be used
e) Specify in detail how it is to be implemented and used

3. There is little doubt that there are good arguments for the use of CCTV in 
licensed vehicles. It may increase the sense of security for passengers, 
particularly vulnerable people, those travelling alone or those sharing part of a 
journey with strangers. It may also help protect drivers by acting as a deterrent 
to aggressive behaviour or robbery. Cameras might also provide vital evidence 
for investigating officers in proving or disproving allegations made against 
drivers or passengers. Use of CCTV is however a contentious subject and is 
increasingly closely regulated in its own right, independently of the licensing 
regime. The position is therefore not straightforward.
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4. Central Government is currently considering the safety of the public in licensed 
vehicles in the wake of concerns raised by recent incidents of child sex abuse 
and trafficking in other licensing areas, where parts of the licensed vehicle 
trades were implicated. The Department for Transport has recognised that a 
more robust licensing regime may assist in reducing the risk of crime being 
associated with the use of taxis and private hire vehicles. 

5. At present, whilst Department for Transport Best Practice Guidance on licensing 
is available to assist licensing authorities, it does not deal with all relevant issues 
and it is not mandatory.  Local licensing authorities may set conditions in 
isolation and licence conditions often vary from authority to authority, with some 
being more stringent than others.

6. A Task and Finish Group, on behalf of the Department for Transport, has 
considered the adequacy of licensing authorities’ current powers to protect 
public safety when licensing taxis and private hire vehicles. This group made a 
number of recommendations for change, amongst which was the introduction of 
statutory guidance, to which Licensing Authorities would be required to have 
regard, on applying conditions to licences.  Such guidance might be expected to 
strengthen conditions in some cases, and to improve consistency between 
authorities. 

 
7. Further to this recommendation by the Task and Finish Group, The Department 

for Transport issued a consultation paper in February 2019 with more detail 
about proposed statutory guidance. The outcome of this consultation has not yet 
been published but is expected to be available early in 2020.

8. Issues that the Council might wish to consider in determining whether to take a 
regulatory position on CCTV in licenced vehicles are introduced below.

ISSUES/PROPOSALS

Preventing Crime and Disorder

9. Local authorities have responsibilities under the Crime and Disorder Act 1998 to 
work to reduce crime in their areas. Protecting public safety is their primary 
concern when licensing taxi and private hire trades. Requiring or supporting 
CCTV in licenced vehicles might be considered to support these aims as it might 
act as a deterrent to crime. It might also reduce the fear of crime helping the 
general public feel safer when using such vehicles. The case that any conditions 
proposed were reasonably necessary would however be strengthened where 
current crime statistics could be brought forward to demonstrate a specific need. 

10. Local authorities also have responsibilities with regard to safeguarding 
vulnerable people. If vulnerable people are in practice safer, and feel safer so 
are more willing to use licensed vehicles as a result of the presence of CCTV, its 
wider use would assist in delivering these responsibilities.

11. It should be noted that there is a risk that excessively onerous and costly 
conditions might result in too few safe vehicles being available for hire, or that 
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higher fares might discourage vulnerable people from using licensed vehicles: 
thus the appropriate balance must be struck.

Human Rights and Protection of Freedoms 

12. Many citizens do not welcome the intrusion and loss of privacy that widespread 
use of CCTV and similar technologies may bring. CCTV in licensed vehicles 
could be seen as an infringement of freedom and an unnecessary intrusion into 
law abiding citizens’ lives.  Such concerns are recognised in legislation, notably 
in the Human Rights Act 1998 and the Protection of Freedoms Act 2012. These 
Acts seek to protect the citizens from unnecessary intrusion by the state into 
their lives. 

13. Local authorities by virtue of Section 33 are ‘Responsible Authorities’ for the 
purposes of the Protection of Freedoms Act 2012. The Surveillance Camera 
Code of Practice, established under the Act, sets out 12 guiding principles to 
which such Responsible Authorities are required to adhere. The 12 guiding 
principles are set out in Appendix A to the report. In making any requirement for 
CCTV in vehicles, the Council would be obliged to have regard to the provisions 
of the Code and to ensure that citizens’ freedoms were protected. The 
Information Commissioner’s Office has separately published on its website a 
checklist of considerations regarding data security which illustrates some of the 
issues. The checklist is set out in Appendix B to the report. 

14. In practice to require CCTV whilst complying with the Code, the Council would in 
brief need to:

a) Show that CCTV was required as a matter of necessity to prevent crime
b) Demonstrate an evidence based policy-making process to underpin any 

decision
c) Have in place a policy review process
d) Publish a compliant Privacy Impact Assessment in accord with the model 

as set out in Appendix C to the report 
e) Make available information on how to make a complaint or raise a query
f) Have adequate arrangements for secure storage of data; data retention; 

data release; and staff training and instruction. 

The absence of national guidance

15. Some licensees in Harlow do have CCTV installed in their vehicles at their own 
discretion. Introducing conditions regarding CCTV might standardise and 
regulate its use. Although licensing authorities may impose licence conditions if 
they are reasonably necessary and so national statutory guidance on the issue 
is not a specific prerequisite, there are a number of issues that guidance would 
at least diminish. There is, for example, a risk that any scheme agreed locally in 
advance of guidance, though it might be quite sound in itself, could differ from 
the type of scheme required to meet subsequent national guidance. This might 
entail potentially expensive changes for licensees. In addition, the authority 
might have incurred considerable expense in preparation for a scheme only to 
see it replaced. 
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16. Further there is the risk of successful legal challenge to any new requirement for 
CCTV in licensed vehicles. Any scheme made in accord with such national 
statutory guidance is likely to withstand most legal challenges. A scheme 
devised locally would need to be defended on its own merits and is likely to be at 
higher risk of successful challenge. 

17. Differing licence conditions from district to district are unhelpful as licenses can 
legitimately be licensed in one area and drive in another. The licensing 
conditions will be those of the authority where the licence is issued, not where it 
happens to be working at any one time. Different standards risk a “race to the 
bottom” as licensees may choose to be licensed where standards are lowest 
and presumably fees are cheapest. Loss of licensing income could have an 
adverse effect on the ability of those with stringent standards to enforce 
effectively and confusion may arise amongst passengers who may expect that 
all vehicles will have CCTV, only to find that some do not, or vice versa.

Other considerations

18. Where CCTV is mandated the licensing authority will be required to determine 
whether recording is continuous, whether audio records are made and whether 
they are continuous. On the one hand, uninterrupted recording with audio is 
most likely to produce unbiased evidence if that is needed. On the other hand, it 
will gather a great deal of potentially private information that is not related to 
crime and disorder. Further, case law confirms that licensed vehicles must meet 
licensing requirements at all times, even when for example being used for family 
purposes by the driver, when continuous recording would raise significant 
privacy issues for the licensee’s family. The driver being able to trigger recording 
may reduce these risks to privacy, but does little to ensure that CCTV is an 
additional safeguard against potential rogue individuals seeking to be licensed 
drivers with ulterior motives. 

19. Although case law is limited, there is a strong argument that if licensing 
authorities were to dictate how CCTV in licensed vehicles is used, they would 
themselves become what is known as the Data Controller with regard to every 
recording made, and, in principle at least, liable in relation to any breach of the 
data protection requirements. The Information Commissioner took enforcement 
action against Southampton City Council when it required as part of its licence 
conditions that audio recordings were in use all the time, and so clearly leans in 
the direction of this interpretation. How licensing authorities might best ensure 
that data is effectively controlled, when the recording equipment is in the control 
of licensees, is not entirely clear, but appears to be a substantial issue. 

20. In any scheme, there would clearly be a need to reliably ensure that anyone 
likely to be affected understood that CCTV was in operation, and how the 
scheme operated.

21. Drivers often need to licence a replacement vehicle on a temporary basis to 
allow for repair and maintenance or transition between permanent vehicles when 
their usual car is off the road. Temporary exemption from any CCTV 
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requirements for hired vehicles may undermine the aim of the scheme, however, 
it may be difficult and entail cost to ensure that replacement vehicles fitted with 
CCTV equipment are readily available. 

22. If any scheme proceeds on the basis that the licensing authority, being the Data 
Controller, must centralise data generated, there would be an additional 
requirement for the secure reception, storage, retrieval and eventually deletion 
of large amounts of video data. The cost of the necessary arrangements has not 
been estimated at this time but does appear on first inspection to be significant.

23. Training for officers in data management including security of the data, data 
retention and data protection, to include who can have access to data, would 
need to be maintained to robust standards. Licensees would need to be aware 
of proper equipment use and their data protection responsibilities. The Council 
could consider new licensees’ knowledge and competence on application, but 
might consider whether training and assessment for existing licensees was 
necessary and appropriate.

24. None of the licensing authorities in Essex, and it appears, very few authorities 
nationally, have made any requirement for CCTV. As a result a reliable estimate 
of the total cost to local authorities of implementing a scheme cannot be made. 
However, central government in the impact assessment accompanying its 
consultation estimated that the time in officers hours necessary to prepare for 
the roll out of a mandatory scheme might equate to a cost of £18,000. This alone 
would be significant in relation to the officer hours available to the team in 
Harlow. On-going costs to the Council might include; management of collected 
data, audit of policy implementation and audit of the driver compliance with the 
conditions. If data collection by the Council is required and cannot be 
automated, it may become administratively burdensome as there are at the time 
of writing 242 private hire vehicles and 65 hackney carriages licensed.

25. It is suggested that the cost for installing CCTV in a vehicle will be in the region 
of £600. A number of businesses own multiple vehicles and thus might face 
considerable outlay. While it is estimated that equipment will need replacing 
every five years, there is considerable turnover of vehicles. In many cases 
CCTV equipment might need to be removed and reinstalled two or three times 
during an expected five year life, and so costs are likely to exceed the estimate 
given above. Further a significant number of taxi licensees will need to provide 
replacement vehicles by 2021 in order to comply with Euro IV emission 
requirements, and so already face what may be substantial costs.

26. A requirement for CTTV may place an additional burden on the Council’s 
appointed test station as there would be additional criteria to assess during the 
compliance testing process. The garage will need training and support in 
ensuring that the CCTV equipment is fitted in accordance with this licence 
condition. These factors may impact on the contract.

27. Consideration should also be given to chauffeur vehicles; these may aim to offer 
a discrete executive service. Their customers may sometimes have good reason 
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to protect their identities and to prefer a high level of privacy. It may be more 
difficult to adapt a CCTV requirement to this market.

IMPLICATIONS

Environment and Planning (Includes Sustainability)
As set out in the report. 
Author: Andrew Bramidge, Head of Environment and Planning

Finance (Includes ICT, and Property and Facilities)
Secure handling of large volumes of CCTV data if required may have implications for 
the Council’s ICT team. Potential financial issues in the event of mandatory CCTV 
for licensed vehicles being implemented have been identified in the report. These 
issues should be explored in greater detail if any such scheme is proposed.    
Author: Simon Freeman, Head of Finance and Deputy to the Chief Executive

Housing
None specific. 
Author: Andrew Murray, Head of Housing

Community Wellbeing (Includes Equalities and Social Inclusion)
Mandatory CCTV for licensed vehicles if shown to reduce the risk of crime and fear 
of crime would have a positive impact on community wellbeing. 
Author: Jane Greer, Head of Community Wellbeing

Governance (Includes HR)
The subject raises a number of significant data protection issues which should be 
fully explored before any scheme is implemented: anticipated central government 
guidance is expected to assist.
Author: Simon Hill, Head of Governance

Appendices

Appendix A - The 12 Guiding Principles of the Surveillance Camera Code of Practice 
[as set out in Appendix 3 of “In the Picture: A data Protection Code of Practice for 
surveillance cameras and personal information” ICO 2017]

Appendix B – Information Commissioner’s Office: Data Protection self-assessment 
CCTV checklist

Appendix C – Surveillance Camera Commissioner Privacy Impact Assessment 
template

Background Papers

Home Office: Surveillance camera Code of Practice, June 2013 
https://www.gov.uk/government/publications/surveillance-camera-code-of-practice  

Department for Transport: Taxi and Private Hire Vehicle Licensing: Protecting Users 
Consultation on Statutory Guidance for Licensing Authorities
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https://www.gov.uk/government/consultations/taxi-and-private-hire-vehicle-licensing-
protecting-users 

Information Commissioner’s Office: In the Picture: A data Protection Code of 
Practice for surveillance cameras and personal information 
https://ico.org.uk/media/1542/cctv-code-of-practice.pdf 

Glossary of terms/abbreviations used

CCTV – Closed Circuit Television 
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APPENDIX A

Appendix 3
The guiding principles of the Surveillance Camera Code 
of Practice 

System operators should adopt the following 12 guiding principles: 
Use of a surveillance camera system must always be for a specified purpose 
which is in pursuit of a legitimate aim and necessary to meet an identified 
pressing need. 

The use of a surveillance camera system must take into account its effect on 
individuals and their privacy, with regular reviews to ensure its use remains 
justified. 

There must be as much transparency in the use of a surveillance camera system 
as possible, including a published contact point for access to information and 
complaints. 

There must be clear responsibility and accountability for all surveillance camera 
system activities including images and information collected, held and used. 
Clear rules, policies and procedures must be in place before a surveillance 
camera system is used, and these must be communicated to all who need to 
comply with them. 

No more images and information should be stored than that which is strictly 
required for the stated purpose of a surveillance camera system, and such 
images and information should be deleted once their purposes have been 
discharged. 

Access to retained images and information should be restricted and there must 
be clearly defined rules on who can gain access and for what purpose such 
access is granted; the disclosure of images and information should only take 
place when it is necessary for such a purpose or for law enforcement purposes. 

Surveillance camera system operators should consider any approved 
operational, technical and competency standards relevant to a system and its 
purpose and work to meet and maintain those standards. 

Surveillance camera system images and information should be subject to 
appropriate security measures to safeguard against unauthorised access and 
use. 

There should be effective review and audit mechanisms to ensure legal 
requirements, policies and standards are complied with in practice, and regular 
reports should be published. 
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When the use of a surveillance camera system is in pursuit of a legitimate aim, 
and there is a pressing need for its use, it should then be used in the most 
effective way to support public safety and law enforcement with the aim of 
processing images and information of evidential value.
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Any information used to support a surveillance camera system which compares 
against a reference database for matching purposes should be accurate and kept 
up to date.
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Appendix B 

CCTV checklist
https://ico.org.uk/for-organisations/data-protection-self-assessment/cctv-checklist/  

5fT38hQH0QcTqJ d65bc12b-2b5d-4 CCTV update 00000000-0000-0 0

NEY0NkYxMjI1RT

Step 1 of 4: Installing a system

1.1 Data protection impact assessment
Your business has identified and documented the potential impact on 
individuals’ privacy and taken this into account when installing and operating 
the CCTV system. You regularly review whether CCTV is still the best security 
solution. 

Not yet implemented or planned 

Partially implemented or planned 

Successfully implemented 

Not applicable 

 More information ... 

1.2 Registration
Your business has paid the data protection fee to the Information 
Commissioner's Office (ICO). 

Not yet implemented or planned 

Partially implemented or planned 

Successfully implemented 

Not applicable 

Step 2 of 4: Management

2.1 Governance
Your business has a policy and/or procedure covering the use of CCTV and 
has nominated an individual who is responsible for the operation of the CCTV 
system. 
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Not yet implemented or planned 

Partially implemented or planned 

Successfully implemented 

Not applicable 

 More information ... 

2.2 Requests for personal data
Your business has established a process to recognise and respond to 
individuals or organisations making requests for copies of the images on your 
CCTV footage and to seek prompt advice from the Information Commissioner 
where there is uncertainty. 

Not yet implemented or planned 

Partially implemented or planned 

Successfully implemented 

Not applicable 

 More information ... 

2.3 Training
Your business trains its staff in how to operate the CCTV system and 
cameras (if applicable) and how to recognise requests for CCTV 
information/images. 

Not yet implemented or planned 

Partially implemented or planned 

Successfully implemented 

Not applicable 

CCTV checklist

GSv5hI-lJlH8c93Z d65bc12b-2b5d-4 CCTV update 00000000-0000-0 2

M0I5Qjg2RkJGRE

Step 3 of 4: Operation
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3.1 Retention
Your business only retains recorded CCTV images for long enough to allow 
for any incident to come to light (eg for a theft to be noticed) and to 
investigate it. 

Not yet implemented or planned 

Partially implemented or planned 

Successfully implemented 

Not applicable 

 More information ... 

3.2 Data quality
Your business has ensured that the CCTV images are clear and of a high 
quality. 

Not yet implemented or planned 

Partially implemented or planned 

Successfully implemented 

Not applicable 

 More information ... 

3.3 Data security
Your business securely stores CCTV images, limits access to authorised 
individuals and regularly checks that the CCTV system is working properly. 

Not yet implemented or planned 

Partially implemented or planned 

Successfully implemented 

Not applicable 

4 of 4: Public awareness and signage

4.1 Fair processing
Your business clearly informs individuals of your use of CCTV. 
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Not yet implemented or planned 

Partially implemented or planned 

Successfully implemented 

Not applicable 
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PRIVACY IMPACT ASSESSMENT 
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Privacy Impact Assessment (07.17) 2 

PRIVACY IMPACT ASSESSMENT 
The template below is designed to assist you in carrying out a privacy impact assessment (PIA). 

Privacy Impact Assessment screening questions 

These questions are intended to help you decide whether a PIA is necessary. 

Camera location (if applicable)       

 

Camera Number (if known)       
 

Camera type (PTZ, Static etc.)       

Is CCTV system covered by ICO registration number?  Yes  No 

If so, please state       

Has the Surveillance Camera Code of Practice self-assessment tool been used  Yes  No 
to assist in completion of this PIA? 

Will this proposed installation be part of an existing CCTV system certified to the  Yes  No 
Surveillance Camera Code of Practice? 

Checklist 
Answering ‘yes’ to any of the following questions is an indication that a PIA would be a useful exercise. 
You can expand on your answers as the project develops if you need to. 

Introduction of a new surveillance camera system or additional camera (includes  Yes  No 
static cameras) which can collect new personal information about individuals 

Changing location and/or field of view of an existing camera  Yes  No 

Upgrading cameras which can obtain additional views or enhanced views which  Yes  No 
may impact on privacy e.g. HD cameras, IR lighting, more powerful lenses, 360  
degree cameras 

Introduction of new technology that may affect privacy (e.g. Automatic Number  Yes  No 
Plate Recognition, Body Worn Video, Automated Recognition Technology,  
Unmanned Aerial systems (Drones) or similar 

If so, please state       

Using re-deployable cameras (to be completed for every new deployment)  Yes  No 

Installation of the camera results in decisions or action against individuals in ways  Yes  No 
that can have significant impact on them (this would include, fine, notifying police, 
patching through images of suspects to police control rooms and Regulation of 
Investigatory Powers Act 2000 – RIPA) 

Is the information collected about individuals of a kind likely to raise privacy  Yes  No 
concerns or expectations? For example, criminal records or other information  
that people would consider particularly private. (Note: may include radio  
transmissions from the CCTV Control room to store watch and pub watch  
systems. These regularly mention individuals and their previous convictions  
which can be heard by members of the public as well as suspect. The risk  
would need to be identified in the PIA and the solutions addressed.) 
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Privacy Impact Assessment (07.17) 3 

Introduction of Wi-Fi, microwave, GSM, airwave transmission etc.   Yes  No 
(Is it encrypted?) 

If so, please state       

Extending periods of recording  Yes  No 

Upgrade in recording frames per second (increase in image capture)  Yes  No 

Analogue to digital recording  Yes  No 

Where other agencies/organisations are involved in activities where there is  Yes  No 
potential for privacy to be compromised, e.g. monitoring, handling,  
processing, sharing data/images etc. 

Any alteration to the way images and data are handled, viewed, processed,  Yes  No 
disclosed, shared, disposed, retrieved, accessed, stored 

Any other process or use which increases the risk to privacy  Yes  No 

If so, please give details       

Does the introduction of a camera system or individual camera increase the risks  Yes  No 
to the Organisation? E.g. potential non-compliance with data protection or other  
legislation, legal actions by individuals, etc. 

If you tick ‘YES’ to any of the above, please complete the following PIA. If in doubt it would be advisable 
to complete a PIA anyway. 
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Privacy Impact Assessment (07.17) 4 

Privacy Impact Assessment Template 
This template is an example of how you can record the PIA process and results. You can start to fill in 
details from the beginning of the project, after the screening questions have identified the need for a PIA. 

1. Identify the need for a PIA 

The following are examples of some of the possible aims of the installation/project. If applicable tick one 
or more of the following aims then briefly explain what the benefits will be to the organisation, individuals 
and other parties. If there are other aims please detail and explain. 

You can refer to other documentation related to the proposed installation or project e.g. Operational 
Requirement, business case, project proposal, feasibility survey etc. 

1.1 Aims 

 a. reducing the fear of crime 

 b. deterring and preventing crime 

 c. assisting in the maintenance of public order and reducing offences 

 d. provide high quality evidence which may assist in the detection of crime and the apprehension 
and prosecution of offenders 

 e. protecting property 

 f. providing assistance with civil claims 

 g. providing assistance with issues relating to public safety and health 

 h. providing assistance and reassurance to the public in emergency situations 

 i. Assist with traffic management 

 j. Recognition of number plates (ANPR) 

 k. Other, please specify 

      

1.2 Benefits 

Having identified the aims please explain the benefits to your organisation, to individuals and to other 
parties. This could include such things as reduction in crime and offences, reduction in fear of crime, 
detection of anti-social behaviour etc. The benefits should be capable of being measured and not 
anecdotal (If you have completed an operational requirement (OR), as recommended, in relation to this 
PIA please refer to the OR for risk analysis) 
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Privacy Impact Assessment (07.17) 5 

1.3 Summarise why the need for a PIA was identified 

Completion of the screening questions will assist in identifying the need for a PIA. 

Possible needs might include: 

 a. Capture of new personal data/images 

 b. New or additional locations/areas which have potential for privacy implications 

 c. Use of new technology which is capable of capturing enhanced images e.g. BWV, automated 
recognition, 360 degree views, higher powered equipment, etc 

 d. Surveillance camera systems with audio recording capability e.g. BWV 

 e. Alteration to the way images and data are handled, viewed, processed, disclosed, shared, 
disposed, retrieved, accessed, stored 

 f. Use of technology which captures vehicle registration numbers (ANPR) 

 g. Other, please specify 

      

2. Describe the information flows 

You should describe the collection, use and deletion of personal data here and it may also be useful to 
refer to a flow diagram or another way of explaining data flows. 

2.1 How is information collected? 

 CCTV camera  BWV 

 ANPR  Unmanned aerial systems (drones) 

 Stand-alone cameras  Real time monitoring 

 Other (please specify) 

      

2.2 Does the systems technology enable recording? 

 Yes  No 

Please state where the recording will be undertaken (no need to stipulate address just Local Authority 
CCTV Control room or on-site would suffice for stand-alone camera or BWV) 

      

Is the recording and associated equipment secure and restricted to authorised person(s)? (Please 
specify, e.g. in secure control room accessed restricted to authorised personnel) 
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2.3 What type of transmission is used for the installation subject of this PIA (tick multiple options 
if necessary) 

 Fibre optic  Wireless (please specify below) 

 Hard wired (apart from fibre optic,  Broadband 
please specify) 

 Other (please specify) 

      

2.4 What security features are there to protect transmission data e.g. encryption (please specify) 

      

2.5 Where will the information be collected from? 

 Public places (please specify)  Car parks 

 Buildings/premises (external)  Buildings/premises (internal public areas) (please specify) 

      

 Other (please specify) 

      

2.6 From whom/what is the information collected? 

 General public in monitored areas (general observation)  Vehicles 

 Target individuals or activities (suspicious persons/incidents)  Visitors 

 Other (please specify) 

      

2.7 Why is the information being collected? (Please refer to additional documentation where 
available) 

 Crime prevention and detection  Traffic control purposes 

 Parking enforcement  Intelligence 

 Missing person(s)  Other (please specify) 
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2.8 How is the information used? (tick multiple options if necessary) 

 Used by CCTV operators to detect and respond to unlawful activities in real time 

 Used by CCTV operators to track and monitor suspicious persons/activity 

 Used to search for vulnerable persons 

 Used to search for wanted persons 

 Used to support post incident investigation by authorised agencies, including judicial system 

 Used to provide intelligence for authorised agencies 

 Other (please specify) 

      

2.9 How long is footage stored? (please state retention period) 

      

2.10 Retention Procedure 

 Footage automatically deleted after retention period 

 System operator required to initiate deletion 

 Under certain circumstances authorised persons may override the retention period e.g. retained for 
prosecution agency (please explain your procedure) 

      

2.11 With which external agencies/bodies is the information/footage shared?  

 Statutory prosecution agencies  Local Government agencies 

 Judicial system  Legal representatives 

 Data subjects  Other (please specify) 
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2.12 How is the information disclosed to the authorised agencies 

 Only by onsite visiting  

 Copies of the footage released to those mentioned above (please specify below how released 
e.g. sent by post, courier, etc) 

 Offsite from remote server 

 Other (please specify) 

      

2.13 Is there a written policy specifying the following? (tick multiple boxes if applicable) 

 Which agencies are granted access  

 How information is disclosed 

 How information is handled 

 Recipients of information become Data Controllers of the copy disclosed 

Are these procedures made public?  Yes  No 

Are there auditing mechanisms?  Yes  No 

If so, please specify what is audited (e.g., disclosure, production, accessed, handled, received, stored 
information) 

      

2.14 Do operating staff receive appropriate training to include the following? 

 Legislation issues 

 Monitoring, handling, disclosing, storage, deletion of information 

 Disciplinary procedures 

 Incident procedures 

 Limits on system uses 

 Other (please specify) 

      

2.15 Do CCTV operators receive ongoing training? 

 Yes  No 

2.16 Are there appropriate signs which inform the public when they are in an area covered by 
surveillance camera systems? 

 Yes  No 
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3. Consultation requirements 

Explain what practical steps you will take to ensure that you identify and address privacy risks. Who 
should be consulted internally and externally? How will you carry out the consultation? 

You can use consultation at any stage of the PIA process. It will be necessary to concentrate any 
consultation into ‘privacy issues’. 

Note: there are guidelines on consultation for the public sector issued by the Cabinet Office and 
elsewhere in this guidance. 

3.1 Who have you consulted with? (tick multiple options if necessary) 

Internal Consultations 
 Data Protection officer  Engineers, developers, designers, installers 

 Information Technology  Planning 

 Procurement  Data Processors 

 Corporate governance/Compliance  Research, analysts and statisticians 

 Senior management  Other (please specify) 

      

External Consultations (tick multiple options if necessary) 
 General public  Local residents 

 Business  Education establishments 

 Neighbourhood panels  Other (please specify) 

      

3.2 How did you undertake the consultation with the above (e.g. focus groups, on-line public 
survey, public meetings, targeted mail survey, etc)? (please explain) 

      

3.3 Is feedback available to view? 

 Yes  No 

3.4 What feedback did you have and have you acted on it? (please explain or attach results) 
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4. Identify the privacy and related risks 

Below are some suggested risks and solutions. Feel free to use some or all of them or some of 
your own. 

The below table provides some examples of possible privacy risks related to the use of a CCTV system. 
Operators can use this list as a starting point; however, not all of these risks may apply to all CCTV 
systems or all PIAs. 

Identify the key privacy risks and the associated compliance and corporate risks. Larger-scale PIAs 
might record this information on a more formal risk register. Remember that the aim of a PIA is not to 
completely eliminate the impact on a privacy risk. The options in dealing with the risks are to eliminate, 
reduce or simply accept them. 

Privacy issue Risk to individuals Compliance risk Associated 
organisation / 
corporate risk 

Collecting/ exceeding 
purposes of CCTV 
system 

New surveillance methods 
may be unjustified intrusion on 
persons privacy 

Non-compliance with 
Data Protection, Human 
Rights legislation 

Loss of reputation 
 
Fines and sanctions 

Retention of 
images/information 
for longer than 
necessary 

Owner retaining personal 
images/information longer 
than necessary 

Non-compliance with 
Data Protection, Human 
Rights legislation 

Loss of reputation 
 
Fines and sanctions 

Lack of policies and 
procedures and 
mechanisms 

No public availability of CCTV 
code of Practice which details 
how personal data handled, 
stored, disclosed etc. 

Non-compliance with 
Data Protection, Human 
Rights legislation 

Loss of reputation 
 
Fines and sanctions 

Lack of signage Public not made aware that 
they are entering an area 
monitored by surveillance 
system 

Non-compliance with 
Data Protection, Human 
Rights legislation 

Loss of reputation 
 
Fines and sanctions 
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5. Identify privacy solutions 

Describe the actions you could take to reduce the risks, and any future steps which would be necessary 
(e.g. the production of new guidance or future security testing for systems).  

Note: please mark any ‘privacy by design’ solutions with an asterisk * 

Risk Solution(s) Result: is the 
risk eliminated, 
reduced, or 
accepted? 

Evaluation: is the final impact on 
individuals after implementing 
each solution a justified, compliant 
and proportionate response to the 
aims of the project? 

Collection of 
images/information 
exceeds purposes 

Restrict collection of 
images/information to identified 
purposes and locations. 
Implement appropriate 
technological security measures 
and document * 

Reduced If the images were reduced to the 
identified purposes by introducing 
‘Privacy zones’. The collection of 
images/ information would be 
justified, compliant and 
proportionate 

Retention of 
images/information 

Introduce retention periods to 
only keep information for as 
long as necessary. These are 
specified in the publicly 
available CCTV Codes of 
Practice. 

Reduced As stated retention periods 
introduced and specified are 
justified, compliant and 
proportionate 

Lack of policies 
and procedures 
and mechanisms 

Produce polices for handling, 
storage, disclosure of 
images/information and make 
them publicly available in the 
CCTV Codes of Practice. 

Eliminated Relevant policies now available as 
stated 
 
This is now justified, compliant and 
proportionate 

Lack of signage Gap analysis of area covered by 
CCTV system to ascertain if 
there is prominently placed 
signage at the entrance to the 
area monitored and also within 
that area. All signs to be 
mapped and audited regularly. 

Reduced Gap analysis indicated not enough 
prominent signs. Now installed an 
additional 12 signs and also 
mapped all existing signage. This 
is now justified, compliant and 
proportionate 

                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
                        
 

30



 

Privacy Impact Assessment (07.17) 12 

6. Sign off and record the PIA outcomes 

This section is for the decision maker in the organisation to sign off each risk. Who has approved the 
privacy risks involved in the project; what solutions need to be implemented; who and at what level? 

The example below shows the information required. You will need to list each identified risk, solution and 
approved sign off. 

Risk Approved solution Approved by  
Collection of images/ 
information exceeds purposes 

Restrict collection of 
images/information to 
identified purposes and 
locations. 
 
Implement appropriate 
technological security 
measures and document * 

Decision makers’ signature 
 
Note: the PIA does not always 
require formal sign-off. However, 
it would be good practice to 
ensure that the PIA has been 
approved at a senior level. 
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	Collection of images information exceeds purposesRow18: 
	Restrict collection of imagesinformation to identified purposes and locations Implement appropriate technological security measures and document Row18: 
	Decision makers signature Note the PIA does not always require formal signoff However it would be good practice to ensure that the PIA has been approved at a senior levelRow18: 
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